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1 Introduction 
The Environment Agency has set out its aspiration to communicate their confidence in 
the National Flood Risk Assessment (NaFRA) outputs supported by principles in a 
number of internal strategy documents.  The lack of understanding about the level of 
confidence in their flood risk information has been challenged on a number of 
occasions, most recently through the National Audit Office Report (2011). 

A project is underway to provide the evidence that will support statements about 
confidence in the NaFRA including both flood likelihood information derived from the 
existing national NaFRA analysis and those produced by the local application of 
Modelling and Decision Support Framework 2 (MDSF2). 

1.1 Project objective  

To support the development of these statements there is now an urgent need to: 

 Assign each Impact Cell (IC) with a level of confidence that the cell has been 
assigned the correct probability band. 

 

The Environment Agency has also stated a requirement to: 

 Develop a process for describing the degree of confidence that Probability of 
Inundation (PoI) results are correct (independent of banding categories). 

 Develop a process for describing the degree of confidence that depth results 
are correct (e.g. >0m, >0.3m). 

 

Although these two latter points are recognised as important, the short term focus 
remains on the probability banding due to timescales and a limited window of 
opportunity for local teams to evaluate the current results.  Where, however, the Project 
Team identify opportunities to make credible statements on these aspects these will be 
highlighted. 

1.2 Assumptions  

The following assumptions have guided the development of the project: 

 The approach should be based on a combination of national analysis and 
local review and evaluation. 

 An understanding of the relative contributions from data quality and 
modelling method performance to the uncertainty at each IC is to be 
provided. 

 The national (centralised) analysis should identify the key aspects of the 
NaFRA analysis most important to different Flood Area types and provide an 
initial estimate of the likely uncertainty in the analysis at the scale of a Flood 
Area (and by inference each associated IC). 
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 A simple approach is needed for use now, presenting local staff with the 
minimum number of data fields to review as reasonable.  It is anticipated 
therefore that the approach will be based on a scoring and weighting system 
as outlined in the initial method presented by the Environment Agency. 

 A more comprehensive approach utilising more sophisticated/rigorous 
quantitative techniques may become possible in future as practical 
experience with uncertainty analysis develops.  The last piece of work in this 
project, to be completed after the deliverable of the 'implementation' tools in 
July/August, will be to provide a route map of future improvements towards a 
more quantified (IC specific) approach. 
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2 Motivation to understand 
uncertainty 
The need to understand and manage uncertainty has been recognised within UK 
government guidance for some time and continues to be recognised as a prerequisite 
for good decision making.  To provide a context for the current need to both benchmark 
the NaFRA process and the support a better understanding of uncertainty (through a 
separate but associated initiative) it is useful to reflect upon the areas of current or past 
Government policy where uncertainty is reflected, including for example: 

Flood Risk Regulations 2009 – Although not explicitly mentioned, there is an implied 
requirement for the Environment Agency to publish hazard maps for rivers and coasts 
that are fit for purpose and in a way that helps users to understand the associated 
uncertainties. 

Government Departmental Guidance – The Defra Flood and Coastal Defence 
Project Appraisal Guidance repeatedly calls for proper consideration of uncertainty in 
appraisal decisions.  For example in Flood and Coastal Defence Project Appraisal 
Guidance (Defra, 2001) on “good decision making” (p5) it states good decisions are 
most likely to result from considering all economic, environmental and technical issues 
for a full range of options, together with a proper consideration of risk and uncertainty.  
FCDPAG3 (Defra, 2000a) has a section on “sensitivity analysis and robustness testing” 
and highlights the importance of identifying options whose benefits are robust to 
uncertainty.  FCDPAG4 (Defra, 2000b) calls for a more explicit treatment of uncertainty 
in risk analysis (p8): All risk assessments are predictive and, therefore, the results are 
inherently uncertain.  In undertaking risk assessment work, it is important to 
acknowledge explicitly the degree of uncertainty. 

Flood and Water Management Act 2010 – Following the severe UK floods in 2002, 
and 2004, Defra through the publication of Making Space for Water (Defra, 2005) 
reiterated that “decisions will reflect the uncertainty surrounding a number of key 
drivers…” (p14).  The glossary (p41) defines appraisal as “The process of defining 
objectives, examining options and weighing up the costs, benefits, risks, and 
uncertainties before a decision is made”.  This underlying thinking is now embedded 
within the Flood and Water Management Act 2010. 

UK Treasury Guidance – The HM Treasury Green Book (HM Treasury, 2003) has 
uncertainty at the heart of decision making.  Chapter 5 on appraising options has 
numerous references to uncertainty and a specific annex, Annex 4, devoted to "risk 
and uncertainty".  The following statement is made in the section on "presenting 
results" (p6): The results of sensitivity and scenario analyses should also generally be 
included in presentations and summary reports to decision makers, rather than just 
single point estimates of expected values.  Decision makers need to understand that 
there are ranges of potential outcomes, and hence to judge the capacity of proposals to 
withstand future uncertainty.  In the overview of the appraisal process (p4) it is stated 
that “… as options are developed, it will usually be important to review more than once 
the impact of risks, uncertainties and inherent biases.”  The need to consider a range of 
values is reiterated on p28, “appraisers should calculate an expected value of all risks 
for each option, and consider how exposed each option is to future uncertainty.” 

The section on "assessing uncertainty" (p32-33) dwells upon sensitivity analysis.  It 
opens with these words: An expected value is a useful starting point for understanding 
the impact of risk between different options.  But however well risks are identified and 
analysed, the future is inherently uncertain.  So it is also essential to consider how 
future uncertainties can affect the choice between options. 
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Annex C of the Supplementary Guidance to the Green Book, highlights the important of 
taking into account future uncertainty within the selection of the preferred management 
options: an issue that is related but outside of the current project focus. 

Strategic Environmental Assessment – The Environment Agency report published in 
2004 on Good Practice Guidelines on Strategic Environmental Assessment (SEA) 
gives “report uncertainties, limitations and assumptions” as one of the good practice 
principles for assessment and states that “a particular strength of risk assessment is its 
ability to explicitly recognise uncertainty surrounding future predictions.”  Uncertainties 
are identified in the use of expert judgement and in scenarios analysis and are 
mentioned in several of the case studies. 

National Audit Office Review (2011) – The recent NAO report highlighted the need to 
better communicate the uncertainty within the NaFRA outputs and in particular how it 
might vary between locations reflecting the model performance and input data quality. 

Drivers from within the Environment Agency – The Environment Agency recognises 
that understanding uncertainty is a prerequisite for good decision making.  By 
understanding uncertainty, levels of confidence can be communicated, and allow staff, 
partners and customers to make better decisions informed by, rather than in spite of, 
uncertainty. 

The Environment Agency want to understand to what extent uncertainty affects a 
decision.  When uncertainty prevents sound decision making, either the uncertainty 
should be reduced, a precautionary approach taken, or the affects of a wrong decision 
mitigated against.  So this understanding supports a "yes, if" approach, integral to the 
Environment Agency’s ways of working, as opposed to an overly precautionary 
approach, to risk management. 

By describing the levels of confidence in the Environment Agency’s risk information 
(even just qualitatively at first – i.e. using words rather than numbers), this makes their 
information more open and transparent.  This then enables data to be shared more 
openly and allows partners and customers to make their own decisions based on it and 
the confidence associated with it. 

Ultimately, describing levels of confidence in NaFRA results will enable users to decide 
if they are fit for the purpose they intend, and make decisions appropriate to the level of 
confidence in the risk information. 

There are a set of strategic drivers within the Environment Agency for providing 
information about uncertainty or confidence. 

 The National Flood and Coastal Erosion Risk Management (FCERM) 
Strategy1 (Section 3.3.1) states that  

"Flood and coastal erosion risks can only be managed effectively if they are 
properly understood.  Key to this is estimating the risks through assessing 
data, information and modelling and understanding the uncertainty in the 
predicted levels of risk." 

 FCERM Modelling Strategy2 (Principle 3) states that 

"We will understand and communicate uncertainty in modelling outputs to 
assist decision-making by ourselves, our partners and our customers.  We 
will reduce any uncertainty that prevents us from making sound decisions." 

                                                
 
1
 http://www.official-documents.gov.uk/document/other/9780108510366/9780108510366.pdf 

2
 http://publications.environment-agency.gov.uk/pdf/GEHO0310BSBT-e-e.pdf 
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 FCERM Risk Mapping Strategy3 (A3.1 & A3.2) states that  

"We will use uncertainty in a positive way as part of the way we 
communicate flood and coastal erosion risk and make decisions; work with 
our partners and customers to ensure we display uncertainty in ways that 
make it most understandable to them." 

 

The Environment Agency plan to use depth information from NaFRA to meet the 
requirements of the Flood Risk Regulations 2009 for producing and publishing hazard 
and risk mapping in 2013.  This will involve changing the NaFRA flood likelihood 
categories to align them with those required by the Regulations.  This task will involve a 
national review process, starting in July/August 2012, to check that the new products 
are satisfactory for publication.  This is the only opportunity on the horizon to provide a 
national baseline understanding of uncertainty/levels of confidence that can be 
reviewed at a local level. 

The Environment Agency has set out objectives for what is achievable in this short 
term, Regulations-focussed timescale, as well as what could be achieved beyond it in 
the longer term. 

 

 

                                                
 
3
 http://publications.environment-agency.gov.uk/pdf/GEHO0310BSBS-e-e.pdf 
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3 Background to previous 
relevant studies 
Since NaFRA was first produced in 2002 various expert reviews and pilot validations 
have been undertaken to ensure the results are appropriately fit for purpose.  Each 
project has attempted to verify (or determine the confidence in) the NaFRA outputs, 
identify the critical data sets and model components and prioritise future improvements.  
These studies have included: 

 NaFRA specific studies (based on the RASP HLM analysis engine – pre 
NaFRA 2008) 

- Independent review of the NaFRA model, JBA Consulting (2004) 

- Independent review of the NaFRA model, Royal Haskoning (2006) 

- Technical workshop comparing the insurance industry scenario models 
and NaFRA_RASP methods, Association Of British Insurers (2007) 

 NaFRA specific studies (based on the RASP HLM+ analysis engine) 

- NaFRA 08 – Understanding and communicating our confidence in 
NaFRA 2008 – a trial study, HR Wallingford (2009) 

- NaFRA 08 – Uncertainty and sensitivity analysis  

- NaFRA 08 – Economics forensics  

- NAFRA 2009 – Data improvements, uncertainty and sensitivity analysis 
(I3 - Review of uncertainty and sensitivity analysis techniques) 

- NaFRA 2009 – Data improvements, uncertainty and sensitivity analysis 
(I4 - Review of model and coefficient uncertainty)  

- NaFRA 2010 – Data improvements, uncertainty and sensitivity analysis 

- NaFRA – Environment Agency internal analysis (Bowman and Wyse) 

- NaFRA 2012 Measuring confidence in NaFRA outputs (this study) 

 Supporting studies (based on RASP HLM+ analysis engine) 

- Thames Estuary 2100: Phase 3(i) Studies, Topic 2.3: IA System flood 
risk model: Verification (2007) 

- LTIS validation (2012) 

 Supporting studies (sensitivity, validation and benchmarking) 

- Exploring the sensitivity of RASP HLM+ to variations in input data and 
model parameters (2006) 

- Validation of probabilistic flood models SC090008/WP1 Phase 1 Final 
Report  

- Benchmarking of 2D hydraulic modelling packages 
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Although many of these projects have provided a useful contribution, none have 
provided a comprehensive or fully accepted understanding of the validity of the NaFRA 
outputs in quantified terms. 
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4 Challenges in assigning a 
confidence to the NaFRA outputs 
The lack of quantified uncertainty within the standard NaFRA outputs to date reflects 
three key difficulties – these are presented below together with a short statement 
outlining the approach adopted to overcome them. 

Lack of observations: NaFRA provides a probabilistic assessment of risk.  Flood risk 
can only ever be estimated, rather than measured directly.  This reflects: 

1. The non-stationarity within the flood systems (not only climate but condition 
and nature of the defences, land use etc) 

2. The inclusion of rare physical circumstances that may never have been 
observed (but are plausible – and significant – can be modelled).  As such, 
the probability of inundation and risk outputs from NaFRA cannot be 
compared directly to an objective measurement of the same quantities. 

To overcome this difficulty: The approach to scoring confidence is therefore based on 
implementing a consistent process and expert argument/judgement.  However, 
wherever possible, observational evidence is used to support the scoring process. 

Heterogeneity of real flood systems: Across England and Wales the physical 
characteristics of the Flood Risk Management Systems (FRMS) vary significantly, 
together with the quality of the data that is available (both from one FRMS to another 
and within a single FRMS).  It is therefore difficult to assess probabilistic model 
performance across all physical settings (catchment types, defence systems, receptors 
etc) and data quality combinations. 

To overcome this difficulty: The likely confidence of the NaFRA outputs is assessed in 
the context of different Flood Area typologies – identified to reflect the different aspects 
of the physical setting that are likely to impact the model performance. 

The variation in the weakest link: The quality of the results is governed by the 
weakest component of the model, be that a specific model component, model structure 
or data aspect.  For example, replacing the Rapid Flood Spreading Model (RFSM) with 
a state-of-the-art inundation model will have limited impact if inflows are provided by a 
poor/incorrect description of the boundary conditions.  Equally, focusing on the 
hydraulic representation across the floodplain whilst ignoring the need to accurately 
represent defence performance will limit model utility in defended areas.  Identifying the 
weakest link is therefore difficult; as all aspects must be fit-for-purpose if a credible 
answer is to be provided.  The “critical aspects” will vary depending on the nature of the 
floodplain but some useful work has been done to identify these (see previous studies 
discussed below). 

To overcome this difficulty: The weakest link within the critical data or model 
components, given the typological setting, is used to determine the overall confidence 
score. 
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5 Proposed approach 
It is important that the confidence scores are: 

 based on evidence and a readily understood methodology, 

 credible, 

 accepted, and 

 clearly presented. 

 

Our proposed approach is therefore based on local and consultant teams working 
together, including both challenge workshops as well as the development of pre-
processing steps undertaken centrally and validation and updates undertaken locally. 

The proposed approach is summarised in Figure 5.1 with each stage discussed below. 

 

 

Figure 5.1  Overview of approach 
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5.1 Step 1 – Define individual parameter Data Quality 
Scores (DQS) 

The Environment Agency has a series of documents that already define the DQS for 
individual data items.  The individual Data Quality Scores are revised in the context of 
the inputs to the NaFRA modelling process and presented in Table 5.1 below. 
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Table 5.1  Define individual parameter Data Quality Scores (DQS) 

Input variable 1 - high quality 2 3 4 5 - Low quality

Needs some local 

review or data 

automated?

Comments

Source

Water level - in-river

Fluvial loading from 

NFCDD for at least 3 

return periods 

(NFCDD data entry 

assumed based on 

appropriate 

hydrology and 

hydraulic modelling)

Fluvial loading 

derived from local 

hydrodynamic for at 

least 3 return periods 

(assumed to be 

driven using suitable 

hydrological inputs)

DQS 1 or 2 with only 

two return periods 

available or fluvial 

loading derived from 

simplified local 

modelling for at least 

3 return periods (e.g. 

Local simple inc 

JFLOW assumed 

derived by suitable 

hydrology)

Derived from the 

Rapid Response 

Catchment analysis 

Any other source
Part automated with 

local review

1. From the NaFRA databases only it is unlikely to be possible 

to determine the number of data points used, simply the data 

source and largely only DQS 3 and 4 can be determined 

automatically.

2.  The specific retrun periods captured will ahve an impact on 

the overall confidence. This is currently not captured but could 

be going forward within MDSF2.

3. The variation in the uncertainty associated with varying 

return periods is not captured here - but could be incorporated 

formal uncertainty analysis methods (as the LH-OAT RASP-MC 

type approaches).

Water level - tidal

Tidal loading derived 

from NFCDD for at 

least 3 return periods 

(assumes 

appropriate 

modelling and 

boundary conditions)

Tidal loading derived 

from local detailed 

modelling for at least 

3 return periods and 

used within MDSF2 

(hydrodynamic with 

appropriate 

boundaries)

DQS 1 or 2 with only 

two return periods or 

Tidal loading derived 

from local simplified 

modelling and used 

within MDSF2 

(hydrodynamic with 

appropriate 

boundaries)

Tidal loading derived 

in-process from 

coastal levels and 

u/s fluvial level

Any other source
Part automated with 

local review
Same comment as above.

Overtopping rates - coasts

Wave overtopping 

rates from local 

detailed modelling 

for at least 3 return 

periods (based on 

appropriate joint 

wave and waters 

levels and detailed 

overtopping analysis)

Wave overtopping 

rates from local 

detailed modelling 

for at least 3 return 

periods (based on 

appropriate joint 

wave and waters 

levels and 

overtopping from 

EUROTOP)

DQS 1 with only two 

or National Coastal 

Loading database 

with 2011 

overtopping data

NCL database with 

old overtopping data
Any other source

Part automated with 

local review
Same comment as above.

Pathway

Asset

Crest level

A continuous crest 

level profile 

available with +/- 1 

to 5cm vertical 

accuracy typically 

obtained from on 

site survey of 

differential GPS (+/- 

1 to 5cm vertical 

accuracy) 

DQS 1 with at least 

two points or at least 

two measured crest 

levels with +/- >5 to 

15cm vertical 

accuracy typically 

obtained from LiDAR 

or photogrammetry 

and recorded in 

NFCDD

Either DQS 1 or 2 

with only a single 

point measurement 

or (i) Crest levels 

with +/->15cm to 

75cm vertical 

accuracy typically 

obtained from older 

LiDAR or 

photogrammetry (pre 

2004) or (ii)  crest 

levels estimated via 

SoP and loading 

conditions

Either DQS 1, 2 or 3 

with only a single 

point measurement 

Either crest levels 

with +/- >75cm 

vertical accuracy 

typically obtained by 

handheld GPS 

walkover survey or 

(ii)Crest levels 

estimated (or 

uplifted) via default 

FRMS SoP and 

loading conditions.

Any other source
Part automated with 

local review

The primary source of the crest level may be difficult to 

determine from historical nafra results - but differentiation 

between DQS 4 and others is possible in the short term.

Condition grade

Recent inspection 

(within 1 year) notes 

all elements visually 

assessed and graded 

and recorded in 

NFCDD

Recent inspections 

notes Manual 

Override has been 

used to reflect this - 

and is recorded in 

NFCDD

Assessment avaiable 

is potentially out of 

date (>1 year) but a 

record is available in 

NFCDD

n/a

Condition grade is 

missing in NFCDD 

and estimated as 3+

Part automated with 

local review

It will be impossible to distinguish this detail using the 

historical NaFRA models, with a simple definition of either 

populated or missing and in filled (with a 3+) - i.e. DQS 3 or 5)

(Defence) Ground level
The influence of this parameter is provided through a 

combination of scores from DTM & primary defence 

location and is not therefore considered  separately.

Toe level

Long record (>10 

years) of beach 

profiles accurately 

measured ( +/- >5 

to 15cm vertical 

accuracy) highlight 

a stable toe level

DQS 1 with a shorten 

record length and / 

or reduced accuracy 

of measurement +/- 

>75cm vertical 

accuracy

DQS 1 or 2 

highlighting a 

volatile toe level

n/a Any other source

A central process in 

based on NaFA 

can only identify 

DQS 5. Local input 

is required to 

provide more detail.

The accuracy of a single measurement, the length of record 

and the inherent variability of the toe / beach are all 

important. Within NaFRA these complexities are simplified 

into a single value.

RASP Type

Bespoke reliability 

analysis and creation 

of specific defence 

fragility (reviewed 

and accepted)

Local review of RASP 

type & no changes 

made.

Local review of RASP 

type & changes 

made (i.e. local  

assumptions made).

Unchecked RASP type Any other source

A central process in 

based on NaFA 

can only identify 

DQS 4/5. Local 

input is required to 

provide more detail.

Fragility

From bespoke 

analysis and 

accepted as reliable

Defaults reviewed 

and accepted as 

reasonable or 

expertly modified 

(with reasons 

recorded)

Default RASP 

Fragility curves
n/a Any other source

A central process in 

based on NaFRA 

can only identify 

DQS 3. Local input 

is required to 

provide more detail.

Standard of protection (SoP)

Recorded in NFCDD 

(this implies 

appropriate 

supporting 

calculation)

n/a n/a
Estimated within the 

NaFRA process
Any other source

Automated with local 

review

In determining the SoP it is important that all safety factors are 

removed and it is simply the return period at which the water 

level exceeds the crest level or the overtopping rate exceeds a 

given l/s/m.

Floodplain

DEM

Impact Cell ground 

level derived from 

LiDAR with vertical 

accuracy +/- 15cm or 

less)

Impact Cell ground 

level derived from 

LiDAR with vertical 

accuracy  +/- >15cm)

Impact Cell ground 

level derived from 

IfSAR data

n/a Any other source
Part automated with 

local review

Both resolution of the underlying DEM and the variation within 

the DEM across the Impact Cell are important. The first of 

these - the quality of the underlying DEM - is captured here. 

The second aspect is then combined through consideration of 

the Flood Area DQI

System spatial representation

Flood area protection type
Defence type field 

completed in NFCDD 
n/a

Calculation within 

the NaFRA process
n/a Any other source

Part automated with 

local review

Primary defence location

Referenced as an 

actual defence 

position within 

NFCDD spatial layer

n/a

Asset location 

derived from 

'tramlining' DRN, and 

locally checked.

Asset location 

derived from 

'tramlining' DRN, and 

not locally checked.

Any other source
Part automated with 

local review

River network

Detailed River 

Network available 

(and appropriately 

thinned where 

necessary)

Locally checked 

NaFRA derived 

centreline dataset 

Default NaFRA 

derived centreline 

dataset 

Unchanged DRN Any other source
Part automated with 

local review
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5.2 Step 2 – Define Flood Area typologies 

There is considerable heterogeneity within Flood Areas across England and Wales.  A 
simplified typology has therefore been developed to help distinguish the different 
setting in terms of the likely critical data components and different modelling challenges 
(Figure 5.2).  This is not an attempt to capture all aspects that differentiate Flood 
Areas, but only those aspects that are considered most crucial in assessing the 
probability and depth of flooding within NaFRA. 

The typology set out in Figure 5.2 includes those aspects identified through previous 
NaFRA reviews as key differences, including the: 

 Primary source of flooding (i.e. protection type) 

 Shape of the river valley (i.e. valley type) 

 Complexity of the channel network (e.g. multiple braids) 

 Floodplain defences 

 Complexity of the defence systems (e.g. primary linear defences, secondary 
defences, etc)  

 Height of the linear defences 

 Complexity of the floodplain flow pathways 
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Figure 5.2  Proposed Flood Area typology to support the confidence analysis 
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5.3 Step 3 – Define individual component Model 
Performance Scores (MPS) 

The NaFRA analysis relies upon the Risk Assessment for Strategic Planning (RASP) 
framework and model components to calculate breach inflows, spread flood waters, 
sample defence failures, etc.  The various component models are known to perform 
well in some settings and less well in others.  Equally the structure of the analysis 
(RASP framework) has a number of known simplifications – which may be more 
significant in some typologies than others. 

It is not currently possible to provide a Model Performance Score for each aspect of the 
RASP analysis used within MDSF2 and NaFRA as only limited systematic comparison 
has been undertaken beyond the RSFM and more recently breach inflows.  The current 
benchmarking study (running in parallel with this project as part of the NaFRA Method 
Improvements Programme) is setting out a route map within which these comparisons 
can be made and the performance of individual components judged. 

Once complete, the benchmarking studies will provide a very useful step forwards, 
however further studies and experience will be needed before a comprehensive view 
can be established.  Within this study a placeholder for the Model Performance Scores 
is provided, but no attempt is made to populate the variation in approaches from the 
highest quality through to the lowest (as done with the Data Quality Scores in the 
preceding step). 

As the evidence to determine the Model Performance Scores, and the different types of 
models that constitute different scores in different typologies is gained (through studies 
such as the benchmarking activities), it will be possible to provide more informed 
guidance as to how to improve a particular model component identified as important for 
any given setting. 

5.4 Step 4 – Determine typology 

The proposed Flood Area typology is summarised in Figure 5.2.  In the first instance, 
each Flood Area will be assigned a Flood Area typology using an automated process 
based on data available within NaFRA and, through a separate process reflecting the 
different data structures, the MDSF2 databases. 

The typology will be used to shortlist those datasets and model components that are 
most likely to influence the confidence in the output within a given Flood Area.  It is 
therefore important that the local teams take the opportunity to review the automatically 
assigned typology and review the basis of the assignment and, where necessary, 
modify it.  A GIS tool will be provided to aid the review and over-writing of the centrally-
assigned typologies using local knowledge.  A prototype example of how this might 
look is given in Figure 5.3. 
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Figure 5.3  Example tabs of a prototype GIS tool that could be used by local 
teams to review the Flood Area typology 

5.5 Step 5 – Determine uncertainty associated with data 
quality 

Step 5 consists of three sub tasks, namely: 

 Step 5.1 – Define the Flood Area Data Quality Indicators (DQI) 

 Step 5.2 – Determine Flood Area DQI 

 Step 5.3 – Rank data sets by contribution to uncertainty 

 

Each of these sub-tasks is discussed below. 

5.5.1 Step 5.1 – Define the Flood Area Data Quality Indicators 
(DQI) 

Each data input is first defined as either: 

 likely to have a high influence on the probability and/or depth of flooding 

 likely to have a moderate influence on the probability and/or depth of flooding 

 

The influence of each data set has been considered in terms of the specific typologies 
it is relevant too.  For example, Condition Grade is not relevant when the Flood Area 
has no raised defences. 

At present insufficient objective evidence exists to determine the degree of influence – 
either significant or moderate – directly.  However the cumulative experience through 
the various NaFRA and MDSF2 studies within the Project Team has been used to 
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select the influence category for each dataset as summarised within Table 5.1.  With 
time, as specific experience is gained using the confidence scoring method proposed 
here, and supporting studies completed (see later discussion), an increasingly 
complete evidence base will be available to justify or change the degree of influence 
assigned.  In the short term however it is anticipated that local teams will have the 
opportunity to review and, where considered necessary, modify these based on local 
knowledge (and record the reasons and evidence supporting a change). 

The data inputs and the degree of influence within each typological setting is 
summarised in Table 5.2 together with the Data Quality Indicators defined for each 
individual data input at a Flood Area scale.  At this stage the percentages applied are 
based on judgement (reflecting the general experience gained with NaFRA).  Work is 
on-going to understand the quality of the data within the existing analysis using the DQI 
boundaries set out in Table 5.2.  Initial insights from this work are provided in Annex 1 
(and will be updated in the coming month). 

In all cases however a score of 1 is reserved for near perfect data.  However, this does 
not imply that a DQI of 1 for all data should be the aspiration. 

Note: 

1. Given the focus of this study is to determine confidence in the assigned 
probability band, and not the full depth-probability profile, no attempt is made 
to distinguish the influence on depth and probability.  This is not an 
unreasonable assumption, given the close coupling of the two issues 
(greater depth in one location is likely to mean flooding has extended to a 
previously dry location for example).  The approach proposed here provides 
a practical, achievable and extendable approach – but is not offered as an 
alternative to a much more and fully quantified uncertainty analysis that could 
be undertaken at a single or handful of sites. 

2. As part of the work covered here no effort is devoted to determining the 
confidence in the receptor terms.  It is noted however that some of data sets 
upon which the receptor analysis is based – e.g. the National Receptor 
Database – are under review outside of this project. 
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Table 5.2  Defining the Flood Area Data Quality Indicator (DQI) 

Influence on results (by typology) 
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Why is this important? 1 - high quality 2 3 4 5 - Low quality

Source

Water level - in-river ● ● ●
Determines the load on the defences, and hence infleunces the likelihood 

of failure as well as the overflow heights and hence inflow volumes.

100% of water levels by length of 

raised / non-raised defence DQS = 

1

> 75% of water levels DQS = 1 < 25% of water levels DQS > 2 < 25% of water levels DQS > 3 All others

Water level - tidal ●
Determines the load on the defences, and hence infleunces the likelihood 

of failure as well as the overflow heights and hence inflow volumes.

100% of water levels by length of 

raised / non-raised defence DQS = 

1

> 75% of water levels DQS = 1 < 25% of water levels DQS > 2 < 25% of water levels DQS > 3 All others

Overtopping rates - coasts ●
Determines the load on the defences and hence influences the likelihood 

of failure as well as the overtopping inflow volumes.

100% of overtopping rates by 

length of raised / non-raised 

defence DQS = 1

Results used locally reviewed and 

accepted as accurate

DQS 3 or 4 but beach normal 

aligned dominate wave direction

DQS 3 or 4 but beach normal 

between aligned/orthogonal to 

dominate wave direction

All others

Pathway

Asset

Crest level ● ● ● ●

Primary descriptor of the defence  level and hence is critical in determining  

the overflow/overtopping volume (and hence inflows) as well as the 

chnace of chance (through the fragility curves).

100% of crest levels by length of 

raised defence DQS = 1
> 75% of crest levels DQS = 1 < 25% of crest levels DQS > 2 < 25% of crest levels DQS > 3 All others

Condition grade ● ● ○
Critical in determining how likely a defence is to breach under a given load 

(identifying which fragility curve to use)

100% of Condition Grades by 

length of raised defence DQS = 1
> 75% of Condition Grades DQS = 1 < 25% of Condition Grades DQS > 2 < 25% of Condition Grades DQS > 3 All others

Ground level ● ● ○

Determines the minimum invert level in the event of a breach and hence 

contributes to the potential inflow volume. Also determines the height of 

the defence (along with crest level).

DTM = DQS 1 and Defence 

location = DQS 1 for all raised 

defences

DTM = DQS 1 and Defence 

location = DQS 1 for > 75% of 

raised defences

DTM = DQS > 3 and Defence 

location DQS >3 for all raised 

defences 

DTM = DQS > 3 and Defence 

location DQS >3 for > 75% raised 

defences 

All others

Toe level ●
Influences the overtopping rate of a coastal defence and hence inflows and 

the chnace of failure through the fragility curves.

100% of toe levels by length of 

raised / non-raised defence DQS = 

1

> 75% of toe levels DQS = 1 < 25% of toe levels DQS > 2 < 25% of ground levels DQS > 3 All others

RASP Type ● ○ ○
Ensures the correct fragility curve is assigned (not that the fragility curve is 

correct) - most important when potential breach has a significant role.
100% Locally reviewed >50% locally reviewed default n/a All others

Fragility curves ● ○ ○

Determines the chance of failure under a given load. Only important if 

raised defences exist and more important where defences are large and 

hence potential breach inflows are large.

All DQS 1 All DQS 1 or DQS 2 DQS > 3
Default values reviewed and 

discredited but not changed
All others

Standard of protection (SoP) ● ● ● ○

Influences the width of a breach (and allows the crest level to be 

estimated if not available through NFCDD, an aspect included through 

parameter DQS)

100% Individually locally 

reviewed

>50% Individually locally 

reviewed

Group defaults applied based on 

Area review >50%
Default values All others

Length ○ ○ ○

Reflects how well averaged parameters are likely to reflect true condition 

and level of the defence. This is likely to be a secondary issue compared to 

the primary quality of the crest and condition information.

No subdivision of the raw nfcdd 

data (i.e. <300m)

< 10% increase in number of 

raised asset

< 20% increase in number of 

raised asset

< 30% increase in number of 

raised asset
All others

Floodplain

DEM ● ● ○

The DEM is fundamental to the flood spreading - the base DEM is averaged 

to an Impact Cell scale and informs the shape and flood storage within each 

Impact Zone. In less complex floodplains the accuracy of the DEM is less 

important in ensuring the flood pathways are resolved.

variance in IC level small (<0.1m) 

and underlying DQS =1 (>50%)

variance in IC level small (<0.1m) 

and underlying DQS =< 2 (>50%)

variance in IC level small (<0.3m) 

and underlying DQS =< 2 (>50%)

variance in IC level small (<0.3m) 

and underlying DQS =< 3 (>50%)
All others

System spatial representation

Flood area protection type ● ● ● ● ●
Ensures the correct type of defence loads are identified (and hence the 

defence type and fragility is considered)

Area reviewed, accepted or 

changed

default and single assignment 

determined (either F,T or C)

default and multiple assignment 

(a combination of F,T and C)
n/a All others

Primary defence location ● ● ○
Incorrect defence locations can cause gross errors in the results - from the 

wrong areas being protected through to incorrect ground levels assigned.

DQS =  1 (Actual positions) for 

100% of raised defences
DQS > 2 for all raised defences DQS =3 (default) n/a All others

River network ● ○
Overly complex or incorrectly located river centre lines can cause gross 

errors in the results
DQS =1 DQS =2 DQS = 3 DQS =4 All others

● likely to have a high influence

○ likely to have a moderate influence

What is the primary source of 

flooding (i.e. protection type)

Is the defence system 

complex? 

Are the floodplain 

flow pathways 

complex?

Are the linear 

defences large 

(high)?

Is the 

channel 

network 

complex?
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5.5.2 Step 5.2 – Determine Flood Area DQI 

The Flood Area Data Quality Indicator provides a summary assessment of the quality 
of the data within a given Flood Area.  The most important datasets will of course vary 
by typology as captured within Table 5.2. 

To combine the understanding of individual data sets into a single Flood Area DQI it is 
proposed to take the worst score from either 

1. The weakest link within those data considered “likely to have a high 
influence” on the probability and/or depth for a given typology (solid dots 
within Table 5.2) 

Or 

2. The average score of the two worst scores within the data sets identified as 
“likely to have a moderate influence” for a given typology (open dots within 
Table 5.2).  This reflects the less direct linkage between the data quality of 
the moderately influential data sets and the outcome assignment of the 
probability band. 

 

The Flood Area is then assigned a Data Quality Indicator based on the higher (i.e. 
worst) score determined through this process.  This approach reflects the concept of a 
“weakest link” analysis.  Given the heterogeneity of the Flood Areas and the potential 
for complex interactions between datasets this approach is considered more robust 
and realistic than a more complex scoring and weighting process.  The justification for 
this approach is best described by way of an illustration.  Consider a Flood Area with 
large raised defences.  If one of the datasets considered to have a “high influence” is 
very poor, for example the crest level of those defences is unknown and estimated 
from standard of protection, the probability results are likely to be poor regardless of 
the data quality of the other aspects (i.e. the output can only be as good as the 
weakest link within the critical datasets).  The quality of the output is not as directly 
related to those datasets considered to have a “moderate influence”, so the average 
value of the two worst values is taken.  As experience is gained this later assumption 
may need to be refined and modified – but is considered a sensible starting position. 

An example determination of a Flood Area DQI 

If the primary source of flooding is fluvial, the valley type is U, the defences are small 
(<0.5m in height) and the river network is not complex and the flood pathways simple, 
then: 

High influence datasets are: 

 Water level – in-river (DQS = 2) 

 Crest level (DQS = 4) 

 Flood Area protection type (DQS = 1) 

Summary DQI (High): Crest level – DQS =4 
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Moderate influence datasets are: 

 Condition Grade (DQS = 3) 

 Ground level (DQS = 2) 

 RASP Type (DQS = 3) 

 Fragility curves (DQS = 3) 

 Standard of Protection (SoP) (DQS = 3) 

 Length (DQS = 3) 

 DEM (DQS = 4) 

 River network (DQS = 4) 

Summary DQI (Moderate): Av. of DEM (DQS = 4) and River network (DQS = 4) = 4 

 

The Flood Area DQI is therefore the poorer of DQS (High) or DQI (Moderate) = 4 

5.5.3 Step 5.3 – Rank data sets by contribution to uncertainty 

This step presents the contributions of all data sets to the uncertainty in the output and 
is done as follows: 

 For data “likely to have a high influence” 

- A list ranked by DQI 

 For data “likely to have a moderate influence” 

- A list ranked by DQI 

 

The ranked list does not influence the DQI itself but is presented to support the local 
teams and others target further improvements.  The ranked list is specific to the 
typology of the Flood Area and therefore implicitly incorporates a notion of 
dependency.  For example, consider a Flood Area with two of the datasets – say crest 
level and Condition Grade – likely to have a high influence scoring a DQI of 4.  An 
improved Flood Area DQI could only be achieved if the quality of both datasets were to 
be improved.  If only one was improved the concept of the weakest link would prevail 
and the Flood Area DQI would remain unchanged. 

5.5.4 Step 5.4 – Local review of Impact Cell DQI 

Step 5.4 is a manual process undertaken by the local teams to review the assigned 
DQIs and grouping of high and moderate influencing model parameters. 

This process is to be agreed – and is the subject of the next stage – but it is envisaged 
that to support this process the local teams will be provided a GIS tool with access to 
underlying data used to determine the typology, the datasets considered to have a high 
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and moderate influence and the individual data quality indicators assigned to each.  All 
of these aspects would be available for review and edit (with appropriate justification).  
The updated data would then be returned for integration within the national confidence 
dataset. 

5.6 Step 6 – Determine uncertainty associated with model 
performance 

Determining the likely influence of the model performance on uncertainty (a so-called 
Model Performance Indicator) follows a similar process to the DQI as outlined below. 

5.6.1 Step 6.1 – Define the Flood Area Model Performance 
Indicators (MPI) 

Through a process that parallels the consideration of the data quality, for a given Flood 
Area typology, each model component is first defined as either: 

 likely to have a high influence 

 likely to have a moderate influence 

 

Based on an understanding of past studies, and initial view as to which model 
components are important in different typological settings is provided in Table 5.3.  It is 
envisaged that the local teams will revisit this table through the review process using 
local evidence and knowledge of how specific Flood Areas behave in reality. 
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Table 5.3  Define the Flood Area Model Performance Indicator (MPI) 

Influence on results (by typology) 

Fl
u

vi
al

Ti
d

al

C
o

as
ta

l

Ye
s

N
o

Ye
s

N
o

Model Performance Scores (by Flood Area)

Model component
V W U H

ig
hl

y

M
od

er
at

el
y

Lo
w

U
nd

ef
en

de
d

>2
m

<2
m

 a
nd

 >
0

.5
m

<0
.5

m

H
ig

hl
y

M
od

er
at

el
y

Lo
w

Why is this important? Underlying approach taken and data used 1 - high quality 2 3 4 5 - Low quality

Variable model parameters

Valley type ○ ○ ○ ○ ○ ○
Influences breach volume Determined through consideration of the valley 

longitudinal slope

Area reviewed, accepted or 

changed
n/a default n/a All others

Cumulative upstream catchment area ○ ○ ○

Influences the base duration of  hydrograph 

and hence the duration of overflow  (fluvial 

only)

Derived from the CEH flow & catchment 

descriptor dataset & CCAR dataset

Area reviewed, accepted or 

changed
n/a default n/a All others

Bank full discharge ● ● ●
The return period that initiates out of bank 

flow
Default (1:5 nafra, 1:3 MDSF2)

Reviewed, either accepted as 

reasonable or changed
n/a default n/a

Reviewed and discredited but 

not changed

Hydrograph multiplier ○ ○ ○
Influences the inflow volume (breach and non-

breach)
Default (or replacement inflows in MDSF2) Replacement of inflows 100%

Replacement of inflows for all 

important assets (as 

determined by local review)

default n/a n/a

Volume caps ● ● ●
Restricts the total inflow into any given Flood 

Area

Default (slightly different approach in  MDSF2 

compared to NaFRA as well as an option for 

replacement with MDSF2)

Replacement of inflows 100% or 

ratio of uncapped to capped vol 

= 1.25

ratio of uncapped to capped vol 

= 1.5

ratio of uncapped to capped vol 

= 1.75 (or default)

ratio of uncapped to capped vol 

= 1.75
All others

Breach width multiplier ● ○ ○ Influences the breach inflow volume Default (or replacement inflows in MDSF2) Replacement of inflows 100% n/a default n/a n/a

Sampling controls ○ ○ ○
Influences the degree of convergence 

required and the check points
Default (or replacement inflows in MDSF2)

Reviewed, either accepted as 

reasonable or changed
default n/a n/a n/a

Replaceable model components

Non-breach inflow calcs ● ● ● ●
Estimation of inflow volume for a given water 

level, crest level etc
Default (or replacement inflows in MDSF2)

Reviewed, either accepted as 

reasonable or changed

Replacement of inflows for all 

important assets
default n/a

Reviewed and discredited but 

not changed

Breach inflows ● ● ○
Estimation of inflow volume given breach for 

a given water level, crest level etc
Default (or replacement inflows in MDSF2)

Reviewed, either accepted as 

reasonable or changed

Replacement of inflows for all 

important assets
default n/a

Reviewed and discredited but 

not changed

Fixed model components

Sampling method ○ ○ ○

Influences efficiency of analysis (runtime) 

and seeks to ensure all important 

combinations are modelled

Default only (no option to replace)
Reviewed, either accepted as 

reasonable or changed
default n/a n/a

Reviewed and discredited but 

not changed

RFSM ● ○ ○ ○ ○ ● ● ● ○

Fundamental to the flood dpreading process 

and hence the depth and extent for a given 

inflow Default only (no option to replace)

Reviewed and accepted as 

reasonable n/a default n/a Reviewed and discredited

● likely to have a high influence

○ likely to have a moderate influence

Are the 

floodplain flow 

pathways 

complex?

What is the primary source of 

flooding (i.e. protection type)

Is the 

channel 

network 

complex?

Is the defence system 

complex? 

Are the linear 

defences large 

(high)?
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5.6.2 Step 6.2 – Determine Flood Area MPI 

As Step 5.2 but applied to model performance. 

5.6.3 Step 6.3 – Rank model components and assumptions by 
contribution to uncertainty 

As Step 5.3 but applied to model performance. 

5.6.4 Step 6.4 – Local review of Impact Cell MPI 

As Step 5.4 but applied to model performance. 

5.7 Step 7 – Combine uncertainty in DQI and MPI by 
Impact Cell 

The DQI and MPI are combined through simple multiplication.  This implies an equal 
weighting between the model and data quality – a finding that supports the view that 
both good data and appropriately accurate models are required to have a high 
confidence in the estimate of probability.  Going forward as experience is gained it 
would be possible to modify this, and provide more or less weights to specific 
elements, but at present there is no strong evidence to counter this view. 

This implies the lowest confidence result would attract a score of 25 (i.e. 5 DQI * 5 MPI) 
and highest confidence result a 1 (i.e. 1 DQI * 1 MPS). 

5.8 Step 8 – Determine confidence that correct band 
assigned by Impact Cell 

The output from the preceding steps will be a confidence score of between 1 and 25 
assigned to all Flood Areas and, in turn, to each Impact Cell.  In itself however this 
does not provide a quantification of the confidence that a given Impact Cell has been 
assigned the correct probability band.  To do this, the confidence scores are mapped to 
a quantified uncertainty in the probability estimate as given below in Table 5.4. 
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Table 5.4  Mapping confidence scores to uncertainty in probability 

Uncertainty

Confidence (2*SD, 

error assumed 

normally 
1 0.001

2 0.001

3 0.002

4 0.003

5 0.004

6 0.005

7 0.006

8 0.009

9 0.015

10 0.02

11 0.03

12 0.04

13 0.05

14 0.075

15 0.01

16 0.125

17 0.15

18 0.175

19 0.2

20 0.25

21 0.3

22 0.35

23 0.4

24 0.45

25 0.5  

 

Based on the mapping outlined in Table 5.4, the proposed method to determine the 
confidence that a particular Impact Cell has been assigned the correct band is to 
assume the error in probability to be normally distributed (with the values in Table 5.4 
representing 2*standard deviation) and then simply calculate the chance that the "true" 
probability of inundation lies above or below the band boundary (as illustrated in Figure 
5.4). 
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Figure 5.4  Illustration of how the confidence in the probability band assigned to 
a specific Impact Cell will be calculated 

 

To support this approach the probability bands would need to be known (although they 
could be changed readily, which would influence the output but not the process of 
analysis).  For example, if the Environment Agency moves to a single band (covering a 
probability range of 0-1.0) the confidence that the correct band has been assigned 
would be, of course, certainty.  If, say, 10 very narrow bands are considered then the 
likelihood of the correct probability band being assigned would be significantly 
decreased. 

Note: 

1. It is recognised that the current "Very Low" band is, in fact, a point (and not a 
band).  Impact Cells within the Very Low category will therefore not be 
assigned a chance of being correct, but rather will be assigned a qualitative 
description based on the combined score assigned to the FRMS as follows: 

- 1-5:  High Confidence 

- 6-10:  Good Confidence 

- 10-15:  Moderate Confidence 

- 15-20:  Poor Confidence 

- 20-25:  Very Poor Confidence 

2. This could be a centralised process or embedded within the tools provided to 
the local teams – allowing them to directly review the outputs. 

3. The initial mapping is given in Table 5.4 (and will need to be refined as 
experience is gained).  In the short term this will primarily be through expert 
challenge.  In the medium to longer term “calibration” of these values would 
be possible through comparison with fully quantified analyses – extending, 
for example, the LH-OAT and RASP-MC models.  Such approaches, 
although unlikely to be practical for national and routine application in the 
medium term (due to a combination of runtime and perhaps more importantly 
wider acceptance in terms of the specifics and completeness of the methods 
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and the need for significant training), could very usefully be applied locally to 
provide quantified insights in a limited set of typologies and the results 
compared to the simplified approach outlined here.  This process is outside 
of the current scope but included as a recommended next step to aid 
development of a more objective evidence base to support the scoring 
methods proposed here. 

5.9 Step 9 – Outlier and gross error identification 

In addition to the process of confidence scoring, a final step is to identify outliers and 
potential gross errors.  This will provide an additional guidance as to where local teams 
should focus their efforts – independent of the confidence scoring approach.  
Comparable analysis within the Long Term Investment Strategy (LTIS) project 
developed a similar approach where by outliers are identified to support the validation 
process.  In terms of the focus of the confidence scoring this could include: 

 Very high probabilities 

 Locations where volume capping has been invoked (not routinely record with 
NaFRA) 

 Very high depths at high probabilities 

 Others (to emerge through the initial applications) 
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6 Example outputs and prototype 
tools 
The process will first be run centrally and "default" results provided to the local teams 
together with a standalone GIS tool to support their review and record edits.  This will 
be based on the database structures used by MDSF2 and will utilise the DQS 
management tools developed through MDSF2 where appropriate.  An example of the 
user interface is given in Figure 6.1, highlighting the various tabs that mirror the steps 
outlined in this report. 

 

 

Figure 6.1  A prototype of the GIS interface that will be used to guide users 
through the review of the confidence scores and record any edits made 

 

An example of the final output that can be expected is given in Figure 6.2. 
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Figure 6.2  An example final output – taken from an initial application to the Sid Catchment 
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7 Next steps within Stage 1 
The final steps within this stage include: 

 Incorporating initial results from the trial and prototype tool development into 
this report (once available) 

 Incorporating results from the parallel data sampling exercise, to help ensure 
the boundaries between DQIs are appropriate (and hopefully avoid all Flood 
Areas lying in a single category) 

 Confirming the approach (or not) through a user challenge workshop and 
independent peer review by Professor Keith Beven (Lancaster University), Dr 
Jon Wicks (Halcrow) and Dr Matt Horritt (Horritt Consulting) 

 Reviewing feedback from the challenge workshop and peer review and 
developing a detailed specification for Stage 2 (see below) 
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8 Route map to implementation 
This section outlines the potential routes for achieving the short term imperative of 
assigning a confidence score to all ICs (nationally) and the longer term options for 
developing a more comprehensive evidence base on which to base confidence 
assessments in the future. 

8.1 Short term – Stage 2 by the end of July / mid August 

8.1.1 Step by step process of actions 

To undertake the NaFRA Validation Exercise and produce a locally-agreed "first pass" 
confidence assessment of the NaFRA across England and Wales the follow steps are 
proposed: 

 Step 1: Method finalisation. Review and revise the methodology in 
response to feedback from the user challenge workshop and peer review. 

 Step 2: Development of two software tool kits. 

- A set of centrally-run tools (e.g. for assigning typology, and then 
determining and combining DQS and MPS scores) to produce "default" 
confidence scores for all Flood Areas.  These tools will be developed 
and tested on a number of pilot sites and revised where necessary. 

- Locally-run tool(s) to support local review of the centrally assigned 
scores and supporting evidence - These tools are likely to be in the form 
of a GIS ‘add-in’ and thus not subject to formal integration on the 
Environment Agency IT Estate by CIS.  It is envisaged that the GIS tool 
will utilise some of the MDSF2 DQS functionality by enabling local users 
to select multiple ICs and “correct, record and return” manual 
modifications for central collation and integration. 

 Step 3: Demonstration and final challenge and modifications. The 
finalised methods and working software tool kits will be demonstrated 
through application to 5-6 test sites.  The results will be used to illustrate the 
confidence scoring process from start to finish at a second user challenge 
regional workshop (most likely at two locations to be confirmed).  The 
software tools will then be updated and finalised based on this feedback. 

 Step 4: Central "default" data preparation and delivery. Following final 
modification of the method and tools the national confidence datasets will be 
created using the centralised processing.  This will provide both DQIs and 
MPIs for all Flood Areas and the associated confidence in the probability 
band assigned to each Impact cell.  This will include two sub-steps: 

- Application of the centrally-run software tools to the input and re-banded 
output databases, including: 

 Confidence scores (1-5 DQI, 1-5 MPI and 1-25 combined) 

 Quantified confidence in the band 
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 Assigning potential outlier and gross error tags (to specific 
Impact Cells) 

- Delivery of the "default" confidence scores and accompanying metadata 
and guidance. 

 Step 5: Roll-out and support. The national confidence data set(s), GIS 
add-ins and guidance will be rolled out to local Environment Agency staff to 
undertake the review process.  Initial training and on-going technical support 
will be provided throughout this step as necessary. 

 Step 6: Local team review and data return 

 Step 7: Collation and final dataset production. As the local users apply 
the tools and review and update the confidence values this will be collected 
and collated into a single national data product.  The specific form of the final 
data product will need to be agreed prior to integration. 

8.1.2 Supporting technical approach 

A number of potential options have been discussed regarding the best way to 
implement the confidence scoring analysis in practice.  The main decision concerns the 
format of input databases used in the centrally-run tools to produce the "default" 
confidence scores.  This reflects the fact that NaFRA data now comes from a 
"patchwork" of both MDSF2 and centralised NaFRA runs and that each approach uses 
a different database structure and interface. 

Four main options exist: 

 Option 1: Develop duplicate tools for NaFRA and MDSF2 

Develop two versions of the centrally-run tools used to calculate the 
confidence scores, one set to be run on the existing NaFRA databases and 
one set to be used on the MDSF2 databases. 

Benefits: 

This option enables an early start to be made on analysing the confidence 
sources – using the available databases. 

Sets in train the basis of a released version of the confidence scoring tool 
into MDSF2 (at an appropriate point in the future) 

Risks / inefficiencies: 

Requires two parallel toolsets to be developed, one operating on MDSF2 
databases and the other on NaFRA. 

Two approaches have to be written and maintained going forward - 
increased chance of error and inconsistency 

Recommendation: Drop 
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 Option 2. Convert all NaFRA databases to an MDSF2 structure 

Translate the existing NaFRA databases into MDSF2 format and develop a 
single set of tools within MDSF2 to calculate the confidence scores on the 
reformatted databases. 

Benefits: 

A supporting step towards having all NaFRA analysis based in MDSF2. 

Only a single tool is required. 

Risks / inefficiencies: 

Translators required to be developed (in order to do this efficiently) 

No increase in the supporting metadata associated with the data is provided 
(as it is simply a transfer).  Therefore little gained other than a change in 
database structure. 

Implications on other aspects of the NaFRA programme that rely on the 
NaFRA database structures would need to be considered (LTIS for 
example). 

Recommendation: Drop 

 Option 3 Use NaFRA databases only 

Run the confidence scoring analysis only on the NaFRA databases.  As this 
would fail to utilise the MDSF2 update process this option has not been 
considered further. 

 Option 4 Data mining of the NaFRA databases into the MDSF2 DQS 
database formats 

In this option the existing NaFRA databases are mined for the data needed 
to support the confidence analysis and translated into an MDSF2 DQS 
structure. 

Benefits: 

Allows MDSF2 data (from existing or future local runs) and NaFRA data to 
made available in a common format 

Enables a single confidence scoring tool, compatible with MDSF2, to be 
written. 

As the MDSF2 DQS structures would be utilised that confidence tool could 
be readily embedded into a future release of MDSF2. 

Enables existing MDSF2 DQS functionality to be utilised where appropriate. 

Risks / inefficiencies: 

None 

Recommendation: Preferred option 
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The detailed costing and programme associated with the preferred option will be 
developed after the user challenge workshop.  The anticipated deliverables are 
however: 

 National "default" confidence scores and quantified uncertainty in band 
assignment dataset. 

 Standalone GIS add-in (and supporting user guidance) to support the local 
teams in “correcting, recording and returning” scores. 

8.2 Medium to longer term options for developing more 
rigorous confidence assessments 

A number of assumptions and expert judgements are made in the development and 
application of the confidence scoring tools proposed for application in the short term.  
Going forward it will be important to develop the evidence base upon which these are 
based including: 

 A more objective evidence base through comparison with detailed 
quantified uncertainty modelling – It would also be appropriate to 
undertake selected quantified uncertainty analyses – using the results of a 
RASP-MC/LH-OAT type analysis updated with specific quantified evidence 
on individual uncertainties in the model components and data sets.  This 
would provide a “truthing” of the mapping of scores to probability and provide 
supporting evidence as to the choice of “high and moderate” influence.  Such 
approaches had been trailed before – with some success but also with some 
difficulties – and would be need to be further developed to include a more 
comprehensive range of parameters and supporting information on individual 
uncertainties (including data, model component and model structure 
considerations). 

 Better understanding of the model component performance scores – 
So far only the individual data inputs have been considered across a range 
of potential sources from the very best through to poor.  A similar framework 
is required or the individual model components, enabling users to make 
choices about how to improve a particular component and not just which to 
improve.  Additional tools to aid the local teams in determining the likely 
performance of the model components (such as the RFSM) could also be 
included here – for example linking with the NaFRA Method Improvements 
Programme WP2 to enable better “visualisation” of input data and 
intermediate analysis steps. 

 Harmonise the MDSF2 DQS tools, guidance and training – Regardless of 
the option chosen above, going forward to support MDSF2 users developing 
their own confidence scores – from start to finish within local runs – the 
approach used in Stage 1 will be used to extend the MDSF2 DQS tools to 
include the process of confidence scoring agreed for use with NaFRA.  This 
will help ensure a consistent between local and national understanding and 
provide the local users with a capability of assigning and recording 
confidence locally. 

 

The anticipated deliverables are an improved evidence basis for the mapping of scores 
to probability and the weighting of different components. 
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List of abbreviations 
DEM Digital Elevation Model 

DQI Data Quality Indicator 

DQS Data Quality Score 

FCDPAG Flood and Coastal Defence Project Appraisal Guidance 

FCERM Flood and Coastal Erosion Risk Management 

FRMS Flood Risk Management System 

GIS Geographical Information System 

HLM High Level Method 

IC Impact Cell 

LTIS Long Term Investment Strategy 

MDSF2 Modelling and Decision Support Framework 2 

MPI Model Performance Indicator 

MPS Model Performance Score 

NaFRA National Flood Risk Assessment  

NFCDD National Flood and Coastal Defence Database 

PoI Probability of Inundation  

RASP Risk Assessment for Strategic Planning 

RFSM Rapid Flood Spreading Model 

SEA Strategic Environmental Assessment 
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Glossary 
Optional 
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Annex 1 – Data Quality Score 
example: in-river water levels 
The anticipated approach to generating initial Data Quality Scores at a Flood Area level 
is to interrogate the existing NaFRA models and pre-processing databases.  These 
databases store some information about the data sources used, but not necessarily to 
the full level of detail outlined in Table 5.1 (more could be made accessible through 
MDSF2). 

These automatically generated default scores can then be provided to local teams to 
review, providing the opportunity to incorporate further information not captured in the 
existing NaFRA databases and to adjust the scores accordingly – e.g. though it would 
be known that a particular defence crest level may have been taken from National 
Flood and Coastal Defence Database (NFCDD), information about the quality of the 
LIDAR survey that it was based on will not stored in the existing NaFRA datasets. 

Information within the NaFRA pre-processing data sets can be used to generate initial 
scores for the following input data items: 

 In-river water level 

 Tidal water level 

 Coastal overtopping rates (single default)  

 RASP type (single default) 

 Fragility (single default) 

 DEM ground level (single default) 

 Defence ground level (single default) 

 

Other items that could be generated only with further analysis of NFCDD include: 

 Crest level 

 Condition grade 

 Toe level 

 Standard of protection 

 Primary defence location 

 

Items that could be scored from alternate data sources or approaches include: 

 Flood Area protection type 

 River network 
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Just considering one of these items, in-river water level, an automated process has 
been run for all 3,012 fluvial flood areas of catchment 5700 (Taff and Ely) to create a 
related DQS. 

This applied the rules to assign the Individual Data Parameter Scores outlined in Table 
5.1.  These score each defence within a flood area according to its in-river water level 
data source.  The following rules are then applied when that data is summarised at the 
Flood Area level: 

 

Description Best of breed 
Data with known 

deficiencies 
Gross 

assumptions 
Heroic 

assumption 

Significant 
missing data in-

filled 

Flood Area DQS 1 2 3 4 5 

Classification 
Criteria 

100% of water 
levels by length of 

raised / non-
raised defence 

DQS = 1 

> 75% of water 
levels DQS = 1 

> 75% DQS 1 or 
2 

> 75% DQS 1, 2 
or 3 

Not in Flood Area 
DQS 1-4 

Categories 

  

 

Applying this rule results in the following distribution of Flood Area DQS classifications 
for in-river water level: 
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Figure A.1  Example of Flood Area data quality scoring for in-river water levels 

 

Other Flood Area DQIs for those data items readily extractable from the NaFRA 
databases and will be provided in coming weeks. 

Clearly, establishing the correct balance in the classification criteria is vital to getting a 
meaningful outcome from the confidence scoring method.  Currently this has to be 
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based on expert assessment, supported through peer review and the user challenge 
workshop. 

Looking forward, the development of a more robust classification procedure based on 
quantitative model sensitivity and data uncertainty analysis will provide a more rigorous 
and evidential basis for the confidence scoring.  This strand of work is currently being 
scoped and needs to feed in to the route map to support the future shift of the current 
method to more quantitative base. 

 

 



 

  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


